Page 1 of 4 
Applicant. J. Flowers, T. Stracener 
Title: Interoperability of Vulnerability And Intrusion Detection Systems 
Attorney Docket No.: HVWD-01008US0 MEM/SBS 
Attorney: Sarah Barone Schwartz January 10, 2001 
Express Mail No.: EL670727746US 



100 




Fig. 1 



Page 2 of 4 
Applicant: J. Flowers, T. Stracener 
Title: Interoperability of Vulnerability And Intrusion Detection Systems 
Attorney Docket No.: HVWD-01008US0 MEM/SBS 
Attorney: Sarah Barone Schwartz January 1 0, 200 1 
Express Mail No.: EL670727746US 



Fig. 2 



Lexical Elements 



\ J 



Statements 



SET 
SELECT 




Reserved Words 

AND 
TO 
WHERE 



TemplateTypes 



Template Actions 



Operating System 




Host 




Protocol 




Application 




Vulnerability 




Port 





Dependent 

Execute 
ExecuteHex 



Independent 

Contains 
ContainsHex 
Prediction 



Page 3 of 4 
Applicant: J. Flowers, T. Stracener 
Title: Interoperability of Vulnerability And Intrusion Detection Systems 
Attorney Docket No.: HVWD-01008US0 MEM/SBS 
Attorney: Sarah Barone Schwartz January 1 0, 200 1 
Express Mail No.: EL670727746US 



Statement 



Template Type 



Reserved Word 



302 



304 



306 



Fig. 3 



Template Type 



308 



Template Action 



312 




314 


318 



Reserved Word 



Reserved Word 



Template Action 




Finish 



310 



Page 4 of 4 
Applicant: J. Flowers, T. Stracener 
:: Interoperability of Vulnerability And Intrusion Detection Systems 
Attorney Docket No.: HVWD-01008US0 MEM/SBS 
Attorney: Sarah Barone Schwartz January 10, 2001 
Express Mail No.: EL670727746US 



Fig. 4 



Lexical Elements 



Statements 



SET 
SELECT 



Templates 



Reserved Words 

AND 
TO 
WHERE 



TemplateTypes 



Template Actions 



Operating System 
Protocol 
Application 
Port 



Dependent 

Length 
Offset 
Threshold 





Independent 




Contains 




ContainsHex 




Flags 




FragmentID 




IcmpType 




IcmpCode 




PayloadSize 




TimeToLive 



